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NHOOPMALIMOHHAA ITAMATKA :
«BE3OITACHOE HAXOKAEHUE HA O®UIINAJIBHBIX
HUHTEPHET-PECYPCAX»

C KaXXIbIM I'OJOM MOJIOACIKU B HHTCPHCTC CTAHOBHUTCHA GOHBLHC, a4 IIKOJIbHUKHM OJHH H3 CaMbIX ¢

[

KTUBHBIX MOJIb30Barelie Pynera. Mexay TeM, HOMUMO OTPOMHOIO KOJMYECTBA BO3MOKHOCTEN, UHTEPHET

jas)

€CCT " Hp06H€MbI. OTa mamsrTka J0JIDKHaA ITOMOYb 0e30ImacHo HaxXoaAUuThCA B CCTH.

KOMIIBIOTEPHBIE BUPYCbI
KomneroTepsslii  BHpyC - 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM, ¢

o

TIMYUTEIIBHOH OCOOCHHOCTHIO KOTOpOﬁ SIBIIICTCS CITOCOOHOCTH K Pa3MHOKCHUIO. B @

)=

OIIOJIHCHUC K 3TOMY, BUPYCBI MOTYT ITIOBPCAUTDH WX ITOJIHOCTBIO YHUUYTOKHUTL BCC q)anIBI n@
AHHBIC, IIOAKOHTPOJIBHBIC ITOJIB30BATCIIIO, OT UMCHU KOTOPOI'O ObLIa 3alyniCHa 3apaXCHHad @

=2 X

porpamma, a Takke€ MOBPEIUTh WJIM JIaXe€ YHUUYTOKUTh ONEPALUOHHYIO CUCTEMY CO BCEMU &
ailllaMu B 11eJIOM. B OOJIBIIMHCTBE CllydaeB pacpOCTPAHAIOTCS BUPYChI UEPE3 UHTEPHET.

METO/IbI 3AIIMUTHI OT BPETOHOCHbLIX ITPOI'PAMM:
Hcnonb3yii COBpEMEHHBIE OIEPALlMOHHBIE CUCTEMBI, UMEIOIINUE CEPbE3HBIM YPOBEHB

=

3aIIUTHI OT BPEJOHOCHBIX MPOTPaAMM;
2. IlocTostHHO ycTaHaBnuBail mautd (IUGPOBBIE 3aIUIATKH, KOTOpPHIE aBTOMAaTHYeCKU ®

0000

YCTaHABIMBAIOTCSA C LENIBI0 JOPAa0OTKM IPOrpaMMbl) M JIPyTHe OOHOBIIEHHMA CBoed @
OIIEpPALMOHHOM cucTeMbl. CKayMBail UX TOJNBKO C OQHUIMAIBHOIO caiiTa pa3padoTdynka &
OC. Ecnu cymiecTByeT peXuM aBTOMaTHYECKOTO OOHOBJICHHUS, BKIIFOUH €T0;

3. Pabotaif Ha cBOEM KOMIbIOTEpE MO MpaBaMU MOJIb30BATENsd, a HE aJMUHHUCTPATOPA.

DTO0 HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM MHCTAJIIMPOBATHCS HA TBOEM ¢
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnionb3yli aHTUBUPYCHBIE IPOIPAMMHBIE ITPOIYKTBl H3BECTHBIX MPOU3BOAMTENEH, C &
aBTOMAaTHYE€CKHUM OOHOBJICHHUE 0a3;

5. Orpanuyb GU3HYECKUI TOCTYN K KOMIBIOTEPY JIs1 TOCTOPOHHUX JIULL;

6. Vcnonb3yil BHELIHHE HOCUTENU WH(POpPMAIMH, TaKhe Kak (hielka, JTUCK Wi (aili u3

MHTEpHETA, TOIBKO U3 TPO(PECCHOHATBHBIX HCTOYHHUKOB,;

7. He oTkpbiBali KOMMBIOTEPHBIC (haiiiibl, MOJYYCHHBIE M3 HEHAJIEKHBIX HCTOYHHKOB. g
Haxe T1e ailnbl, KOTOpbIE MpHUCHAT TBOW 3HAKOMBIA. Jlydiie yTouHM Yy HETO,

OTIPABIISJI JIK OH UX TeOe.

= Hcnonvzoean mamepuan «MemoouuecKkue peKomMeHOAUUU O pazmeuwienue Ha UHPOPMAUUOHHBIX
) cmenoax, ouuuanbHLIX UHMEPHem-calumax u o0p2amnos, OCyWieCmenarnuwiux ynpaenenue 6 cghepe ¢
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CETHU WI-FI
Wi-Fi- 310 He BuA mepenayu JaHHBIX, HE TEXHOJIOTHS, & BCErO JIMIIb OpPEHI, MapKa.
Eme B 1991 rony Hunepnanackas kommnanus 3apeructpupoBana openn « WECA», dro
obo3nauanmo  cioBocodyeranue «Wireless  Fidelity», xoTopelii mepeBOAMTCA  Kak
«becrpoBoTHAS TOYHOCTHY.

P00

@O

=i

Jla, OecrutaTHBI HHTEPHET-IOCTYIl B Kade, OTEIIX W adpONopTax SBISETCS OTIUIHO
BO3MOXKHOCTBIO BBIXOJa B HHTEepHET. HO MHOTHE SKCIIEpPTHl CUMTAIOT, YTO OOIICIOCTYITHBIC
Wi-Fi cetu He SBI10TCS 0€30IMaCHBIMMU.

COBETHI IO BE3OINTACHOCTHU PABOTE B OBHIEJOCTYIIHBIX CETAX
WI-FI:
1. He nepenaBaiite cBOIO JIHUHYIO HHPOpMaIuio yepe3 obmienoctynasie Wi-Fi cetn.

Paboras B HHUX, KCJIAaTCJIbHO HC BBOAWUTD IIAPOJIM JOCTYIIA, JIOTUHBI 1 KaAKUC-TO HOMCEpPA,

2. Wcnonws3yit 1 OOHOBIIANM aHTHUBUPYCHBIE MporpaMMmbl B Opanamayep. Tem cambiM ThI €

obe3omnacuillb ce0s OT 3aKauKu BUpYyca Ha TBOE YCTPOMUCTBO;

@

3. llpu wucnonw3oBanun WIi-Fi, otkmroun ¢yHkmmoo «OO0mui goctyn k Qaiimam u

@@

npuHTepam». JlaHHas (QyHKIMS 3aKpeiTa MO YMOJIYAHUIO, OJIHAKO HEKOTOphIE
MOJIH30BATENIN AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yuede;
4. He wucnonw3yit nmyomuunsii Wi-Fi st mepenaun JUYHBIX JaHHBIX, HApUMeEp IS

BBIXO/Ia B COITMATBHBIC CETH WM B 3JIEKTPOHHYIO TIOUTY;
5. Ucnonw3yii Tonbko 3amuiieHHoe coenuHenne depes HTTPS, a mve HTTP, T.e. pu

BBIOOpPE BeO-apeca BBOIM UMEHHO «https://»;

6. B MoOmisHOM TenedoHe OTKIIOUH (QYHKIMIO MOJIKIIOYCHUST YCTpoiicTBa Kk ceTsim Wi-
Fi 6e3 TBoeTO coriacus.

COIINAJIBHBIE CETH
CouuanbpHble CETH aKTUBHO BXOJST B Hallly >KW3Hb, MHOTHE JIOAU pabOTAIOT U KUBYT g

TaM TOCTOSHHO, a B Facebook yxke 3apeructpupoBaH MHJUTHAPI YEJIOBEK, YTO SIBISCTCS ¢

OJTHOM ceapMOM BCEX JKWTENEW TUIaHeThl. MHOTHE TOJbh30BaTeNid HE MOHUMAIOT, 4TO g
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HCIIOJIB30BaHA KEM YIOJHO, B TOM 4YHCJIC HC 00s13aTeNLHO ¢ OJIaruMu HaMCPCHUAMU.

9

OCHOBHBIE COBETDI 11O BE3OIIACHOCTU B COILIMAJIBHBIX CETSX:
Orpannyb COUCOK Jpy3edl. Y TeOs He MOKHO OBITh CIyY4alHBIX W HE3HAKOMBIX

=

JIIOJICH;
3amuinai CBOIO YacTHYIO ku3Hb. He ykaswiBail mapoiu, TenedoHsbl,
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TBOETO POXKACHUS W JIPYTyl0 JUYHYIO HUHGOOpManuio. 3JI0YMBIIUIEHHUKH MOTYT &

N
®®

cnonvzoean mamepuan «Memoouueckue peKOMEHOAUUU O pazmeuieHue HA UHPOPMAUUOHHBIX @
cmenoax, oQuUUATbHBIX UHMEPHEM-CAUMAxX U OpP2AH08, OCYULECIMENAIOWUX YNpagieHue 6 cd)epe%
obpaszosanus, ungpopmayuu o0 6€30NACHOM NOBEOEHUU U UCNOIb306aAHUU cemu «HUnmeprnem)y ®
®
®
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WCIIONIb30BaTh JaXe HHOOPMALMIO O TOM, KaK Thl M TBOM POJUTENM ILIAHHPYETE &
IPOBECTH KAHUKYJIBI; :

w
GleTolTE)

3amuinai cBOI peryTaluio - IepKU €e B UUCTOTE M 3a7aBail cebe BOImpoc: XOTes Obl ®
ThI, YTOOBI JPyrHe MOJb30BaTeNId BHUIEIHU, YTO Thl 3arpyxaeib? [lomymai, npexcz[e;@
YeM 4TO-TO ONyOJMKOBATh, HAMIMCATh U 3arPY3UTh; :
Ecnu 16l rOBOpUIIB C JIIOIBMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE peaIbHOE UM

B

WU IPYTYIO JTUYHYI0 HHPOPMAIIUIO: UMSI, MECTO JKUTEILCTBO, MECTO Y4€ObI U IpOvee;
N3beraii pasmemienns ¢hotorpaduii B UuTepHeTe, T/1e ThI W300pakeH HA MECTHOCTH, ¢

o

10 KOTOpOﬁ MOKHO OIIPCACINTb TBOC MCCTOIIOJIOKCHHUC,

o

HpI/I perucrpainvi B COHHaHLHOfI CCTHU HGO6XOI[I/IMO HCIIOJB30BAThL PA3HBIC ITAPOJIH. ¢

Torga, ecnu TeOsi HE B3JIIOMAIOT, TO 3JIOYMBIIUJICHHUKH MOJy4YaT JIOCTYN TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

JJEKTPOHHBIE JEHBI'!
DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIN CIOCOO MiIaTeXed, OAHAKO CYIIECTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT IIOJIYUYUTb 9TU ACHBI'U.
QHCKTPOHHBIG JCHBI'U ITIOABHJIIMCH COBCEM HEIABHO M MMCHHO H3-3a 3TOI'0O BO MHOI'IX
rocyaapCrBax 40 CHUX ITIOP HC IIPOIIMCAHO ITPO HUX B 3dKOHAX. >
B Poccum xe oHu d)YHKHI/IOHI/IPYI-OT N O HHUX YXKC IIPOIIMCAHO B 3dKOHC, I'IC HX @

@

Pa3aciIAl0OT Ha HCCKOJIBKO BHAOB - AHOHHMHBIC M HC AHOHHMMHBIC. Pa3HI/IHa B TOM, “ITOQE“@

@@

aHOHHMHBIC - 9TO T€, B KOTOPHIX Pa3pelacTCs IPOBOIUTE ONEpalii 0e3 HACHTH(HKALNY ¢
M0JIb30BATEIS], @ B HE aHOHUMHBIX MACHTU(UKAIIUS TTOJIb30BATEINS SIBISIETCS 003aTEIbHOM.

Tak e cienyer paznuyaTh 3JIEKTPOHHbIE (PUaTHBIE JEHBIM (PaBHBI IOCY/1apCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHbIE HE (PUATHBIE IEHbI'M (HE paBHbI TOCYJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO BE3OHNACHOM PABOTE C DJIEKTPOHHBIMH ¢
AEHBI'AMM:
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BOCCTaHOBUTH JIOCTYN K cyery. [IpuBsizanHbIil TenedoH MOMOXKET, eclii 3a0yaelib g
CBOM IUIATEKHBIA MapoJib WM 3aiAEIIb HA CAUT ¢ HE3HAKOMOT'O YCTPOMCTBA; '

G151

2. Ucnonw3yit omHopaszoBsie maposid. [locie mepexosa Ha YCHUJICHHYIO aBTOPU3AIUIO
TeOe yke He OyleT yrpokarb OINACHOCTh KpaXu WM TepexBara IJIaTeKHOTO

0@

MapoJIs;

DO@

3. BoibGepu CokHBIM 1aposb. IlpecTynaukaM OyaeT HE IPOCTO yraiaTh CIOXKHBIA &

naposb. HajiexHble mapoy - 3TO Mapojii, KOTOPhIE COEPKAT HE MEHEE 8 3HAKOB U &

0@

BKJIFOYAIOT B c€0s1 CTPOYHBIE U MPOMUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CUMBOJIOB,

= Hcnonvzoean mamepuan «MemoouuecKkue peKomMeHOAUUU O pazmeuwienue Ha UHPOPMAUUOHHBIX
) cmenoax, ouuuanbHLIX UHMEPHem-calumax u o0p2amnos, OCyWieCmenarnuwiux ynpaenenue 6 cghepe ¢
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Takhe Kak 3HaK Jojuiapa, (yHTa, BOCKJIMLIATEIbHBIA 3HAK M T.I. HaanMep,'
$tRONng!;;

4. He BBOIM CBOU JIMUHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIIb.

JEKTPOHHASA ITOYTA
DNEeKTpOHHAs NI0YTA - 3TO TEXHOJIOTHS U NMPEJOCTABIISIEMBIE €10 YCIYTH 110 IIEPECBUIKE U

=

OJIyYEHMIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOphIE pacHpeiesstoTCcsl B KOMIBIOTEPHOU CETH. ¢

@

o
@

OBIYHO  DJIGKTPOHHBIM  TIOYTOBBIM  SIIIUK  BBITJISAWT  CICAYIONIAM  00pa3oM:

=

Msl_TIOJB30BaTeNsI(@uMs_noMeHa. Taxke, KpoMme TMepeiayd MPOCTOr0 TEKCTa, MMEETCH ¢

[os]

03MOXKHOCTb TepeaBaTh (anJibl.

OCHOBHBIE COBETHI 1O BE3OINACHOM PABOTE C DJIEKTPOHHOU

IHHOYTOMU:
1. Hano BeIOpaTh NpaBUIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OIrPOMHBII BBIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUILIE IOBEPSATh TEM, KOIO 3HACUIb U KTO

IIEPBBIN B PEUTHHTE.

2. He yxa3spIBaii B IMYHOM IOYTE NMYHYIO MHpOpManuio. Hampumep, my4qmie BEIOpaTh ¢
«My3bIKaNbHBIN _(haHaT@» i «pok2013» BMecto «Temal3y;

3. Hcnonp3yil ABYXATamHyIO aBTOPH3aLUI0. OJTO KOTJa NOMHMMO Mapojs HYXHO

BBOJIUTH KO/, MPUCHIIaeMbIii 110 SMS;

=i
GG IS G BIGIE IS [EIE I SIGIE IS IS E 6 eI 1)

4. Bpibepu cioxHbIA maposb. I KaXXAOro MOYTOBOTO SIIHMKA JOJKEH OBITh CBO

HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;
5. Ecnu ectb BO3MOXKHOCTh HAamMcaTh CAMOMY CBOM JIMYHBIA BOTIPOC, UCTIONB3YH ITY ¢
BO3MO>KHOCTB;

6. Ucnonp3yil HECKOJNBKO IMOYTOBBIX SIMIUKOB. [IepBBIA M1 YaCTHOW TEPENHCKU C

@@

agpecaTaMy, KOTOPBIM Thl JOBEpSCIIb. OJTO BJIEKTPOHHBIA aJpec HE HaIo

@

MCIOJIb30BaTh IPU PETUCTPALIMU Ha (OpyMax U caiTax; '
7. He oTKpbIBaii (aiibl ¥ APyrue BIOKEHHS B IHCHMAX, JAXKE €CIU OHHU IPHIIIH OT g
TBOMX Jipy3ei. JIydilie yTOUHM Yy HUX, OTHPABJISIIN JIK OHU TeOe 3TU (paiiibl;
8. Ilocne okoHwyanusi pabOTHI Ha MOYTOBOM CEpPBHCE, MEPEA 3aKPHITHEM BKIIAIKU C

caiiToM, He 3a0y/lb HaXKaTh Ha « BTN

KUBEPBYJUIMHI" UJIM BUPTYAJIHOE U3JIEBATEJBCTBO
KubepOyummHr - mpeciieloBaHWE COOOIIEHUSIMH, COJEpPIKAIIUMH  OCKOpPOJIeHHS,

arpeccuro, 3alyruBaHHWe, XYJIUTAHCTBO, COIMAIBHOEC OOMKOTHPOBAHHE C TTOMOIIBIO (

o

A3JIMYHBIX HHTCPHET- CCPBHUCOB.

Hcnonvzoean mamepuan «Memooduueckue peKomMeHOAuuUU o pasmeujeHue Ha UHPOPMAUUOHHBIX
cmenoax, oQuUUATLHBIX UHMEPHEM-CAUMAX U OpP2AH08, OCYUWLECMENAIOWUX ynpaesienue 6 cgepe ¢
obpaszosanus, ungpopmayuu o0 6€30NACHOM NOBEOEHUU U UCNOIb306aAHUU cemu «HUnmeprnem)y
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OCHOBHBIE COBETHI 11O BOPLBE C KUBEPBYJIJIMHI'OM: ®
1. He 6pocaiica B 60i. Jlyumuii ciocod: NOCOBETOBAThLCA KaK ce0s BECTH M, €CIIU HET &

TOro, K KOMy MOKHO OOpAaTHThCS, TO BHAyale YCHOKOMUThCA. ECIM Thl HayHENIb &
OTBEUYaTh OCKOPOJICHUSMU Ha OCKOPOJICHUS, TO TOJBKO erie OoJbIe pasox(xcemb(;@,
KOH(JIMKT; :
2. YmpaBmusiii cBoel kubeppernyTaiuei;

3. AHOHMUMHOCTH B ceTd MHHMas. CylecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a

AHOHNMHBIM aKKayHTOM;,

@

4. He cTOMT BECTH XyIMIaHCKMH 00pa3 BUPTyalnbHOH xu3HM. MHTEpHET (QUKCHpYET ¢
BCE TBOM JICHCTBUS U COXPAHIET UX. Y IAIUTh UX OYJET KpalHe 3aTpyJHUTEIBHO;

5. Cobmrozaii CBOKO BUPTYaJIbHYIO YECTh C MOJIOJY;

. Urnopupyil enuHunuHbli HeratuB. OIHOpPA30BbIE OCKOPOUTEIBHBIE COOOLICHMUS

JIydlic¢ UrHOpUpPOBATh. OOBI4HO arpeCCu: IpeKpamacTCs Ha HavyaJIbHOU CTauu,

/. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOIIECHUSMH,

o w

COLIMAIBHBIX CETSAX €CTh BO3MOXXHOCTh OJIOKUPOBKHM OTIIPABKH COOOUIEHUI
OIIpEEIICHHBIX a/IPECOB;
8. Eciu Th1 cBumerens kubepOymumHra. TBOWM AEHCTBHUS: BBICTYUTH MPOTHUB §

npeciiIcaoBarcird, IIOKa3aTb €My, 4YTO Cro I[GﬁCTBPIiI OLCHUBAIKOTCA HCTAaTHUBHO,

@0

HogACPKaTh KCPTBY, KOTOpOﬁ HYy’KHa IICHUXOJIOTMYCCKasd IIOMOIIb, COO6HII/ITI>
B3POCJIBIM O (baKTC aIrpC€CCUBHOI'O ITIOBCACHUA B CCTH.

MOBWJIbHBINA TEJE®OH
CoBpemenHble cMapTQOHBI U IUIAHIIETHl COJEpk AT B ce0e BIIOJHE B3POCIHbIN

LT E LTSI I T I Tl To T T Lol Tl Lo T L Lo Lol T L)
o

%(bYHKHI/IOHaII, U TENEPh OHM MOTI'YT KOHKYPHPOBAaThb CO CTAallMOHAPHBIMU KOMIIBIOTEPAMH.

@@

%OI{H&KO, CPEIICTB 3allUThl JJII MOJAOOHBIX YCTPONCTB IMOKa OYE€Hb Masio. TecThupoBaHUE U

@@

@ ITOHUCK YA3BUMOCTEW B HHUX IPOUCXOJUT HE TaK MHTEHCUBHO, Kak g IIK, To ke camoe

L5

@ kacaeTcs 1 MOOMIIbHBIX IIPUIIOKEHHN.

COBpeMeHHBIe MOOMJIbHEIC 6pay3ep51 YKC IPAKTUYICCKU JOTrHAJIM HACTOJIbHBIC aHAJIOTH
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AIIUIIEHHOCTb.
Jlanexo He BCEe MPOM3BOJIUTENN BBIITYCKAIOT OOHOBIICHHS, 3aKPBIBAIOIINEC KPUTHUECKUE g
YA3BUMOCTH JUJISI CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JUISI BESOIIACHOCTHU MOBUJIBHOI'O
TEJE®OHA:
1. Hudero He siBHsieTCsl Mo-HAcTosIeMy OeciiaTHBIM. Byab ocTOopoXeH, Belb Korja

@

Tebe mpejuiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hcnonvzoean mamepuan «Memooduueckue peKomMeHOAuuUU o pasmeujeHue Ha UHPOPMAUUOHHBIX
cmenoax, oQuUUATLHBIX UHMEPHEM-CAUMAX U OpP2AH08, OCYUWLECMENAIOWUX ynpaesienue 6 cgepe ¢
obpaszosanus, ungpopmayuu o0 6€30NACHOM NOBEOEHUU U UCNOIb306aAHUU cemu «HUnmeprnem)y
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2. Iywmaii, mpexae yeM otnpaButh SMS, dhoto wim Buaeo. Thl TOUHO 3HACIIIB, TJE OHU ®
OyAyT B KOHEYHOM HTOTE? :
3. Heo6xoauMo 0OHOBJISITH OTMIEPAITMOHHYIO CHCTEMY TBOETO cMapT(dOHa;
Hcnonb3yit aHTHBUPYCHBIE TIPOTPAMMBI JJISI MOOHITBHBIX TeJIe(hDOHOB;
5. He 3arpyxaii npuiaokeHUss OT HEHM3BECTHOI'O HCTOYHHKA, BEIb OHU MOTYT

COACPKATb BPCAOHOCHOC IIPOTrpaMMHOC O6€CH€‘I€HHC;

>

6. Ilocne Toro, Kak Tl BBIWCIIb C CaiiTa, rJe BBOAMI JUYHYIO HH(POPMAIIHIIO, 3al/T1 B ¢

HACTpOIKHU Opay3epa u ynaimm COOKies;
7. Tlepuoaudecku IpoBepsiii, KAKUe IJIATHBIE YCAYTH aKTHBUPOBAHBI HA TBOEM HOMEPE; ¢
8. JlaBaii cBoit HOMEp MOOMIILHOTO Teje(oHa TOJBKO JFOIAM, KOTOPBIX Thl 3HACIID H ¢

KOMY JIOBEpSICIIIb;
9. Bluetooth moken ObITH BBIKIIIOYEH, KOIJIa Thl UM HE MOJb3yelibes. He 3a0biBa

=i¢
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HHOT Ja IIPOBCPATH ITO.

ONLINE -UI'PbI
CoBpeMEHHBIE OHJAMH-UIPBI - OTO KPAaCOYHBIE, 3aXBATBIBAIOIIHAE PA3BICYCHUS

N

OBEIMHSAIOINE COTHU THICSY YEJIOBEK MO BceMy MUpY. Irpoku nccneayroT 1aHHbIA UM an,%
OLIAFOTCST PYr C APYTOM, BBINOJHSIOT 3aJaHHUs, CPAKAIOTCS C MOHCTPAMU M IIONYy4aroT &
IBIT. 3a Y/AOBOJIBCTBHE OHM IUIATAT: MOKYMAKT [HCK, OIUIAYMBAIOT aOOHEMEHT Wi &
pPUOOPETAIOT KAKUE-TO OIILHUU.

4 © 9 9
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Bce st cpencrtBa mAayT Ha IMOAAECPKAHME W PA3BUTHE WIPHI, a TAaKXKE Ha caMy%

\
@

€30IIaCHOCTb: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3ALMM, BBIYCKAIOTCS HOBbBIC MaTYH g
(1@ poBbIe 3aMIATKY 1711 IPOrPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB. -

G151

B HOI[O6HBIX HUIrpax CTOUT oIlacaTbCAa HC CTOJIbBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaKu
TBOCTO IIapOJId, Ha KOTOPOM OCHOBAaHA CUCTCMaA aBTOPU3alINH OOJIBLIIMHCTBA Hrp.

OCHOBHBIE COBETBHI 11O BE3OITACHOCTHU TBOEI'O UTPOBOT'O
AKKAYHTA:
1. Ecnu npyroéi wurpok BedeT cels IUIOXO WIM Cco37JaeT Te0e HEeNpUsSTHOCTH,

3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

N

[Toxanyiics aAMUHUCTpATOpaM WIPbl Ha IUIOXO€ IIOBEIECHUE JOTOr0 WIPOKa,
YKEJIATEJIbHO IPWIOKUTH KaKKE-TO TI0KA3aTEIbCTBA B BUJIE CKPUHOB;

He yxa3biBail mnunyro nHGOpMaIuio B podaiiie urpsl;

YBaxail Ipyrux y4aCTHUKOB [0 UTPE;

He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI;

Hcnonb3yl CII0KHBIE U pa3HbIE IAPOJIH;

~No Ok w

=

Jlaxxe BO BpeMsl UTpPbl HE CTOUT OTKJIOYaTh aHTUBUpYC. [loka Thl urpaemib, TBO
KOMIIBIOTEP MOTYT 3apa3uTh.

= Hcnonvzoean mamepuan «MemoouuecKkue peKomMeHOAUUU O pazmeuwienue Ha UHPOPMAUUOHHBIX
) cmenoax, ouuuanbHLIX UHMEPHem-calumax u o0p2amnos, OCyWieCmenarnuwiux ynpaenenue 6 cghepe ¢
) 00pazoeanus, ungopmayuu 0 6e30naAcHOM NOGEOCHUU U UChOIb308aHuU cemu «HMnmepnemy
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OUIIUHI UJIU KPAKA JIUYHBIX JTAHHBIX
OObIYHOM KpaXked JeHEer M JOKYMEHTOB CETOJIHS YK€ HUKOrO HE YJIWBHIIbL, HO C

P00

Pa3BUTUCM I/IHTepHGT-TCXHOHOFHﬁ 3JIOYMBIOIUVICHHUKHU IICPEMCCTUIIMCL B HHTCPHCT, U
IIpOoaAO0JIKAOT 3aHUMATBCA «TIOOMMBIM)» JACJIIOM.
Tak nmosiBUIach HOBas yIrpo3a: HHTCPHCT - MOIICHHHUYCCTBA UJIN (1)I/IHII/IHI‘, rJiIaBHas Lejiab &

OTOPOIro COCTOUT B IIOJIYUCHHUN KOH(l)I/II[eHLII/IaJIBHBIX JaHHBIX MOJIb30BaTENICH- JIOTUHOB U &

aposeid. Ha anrmuiickom si3eike phishing unraercs kak gummnr (ot fishing- peronas moss, ¢
assword- mapoJib).

PO009

=
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OCHOBHBIE COBETHI 11O BOPHBE C PUIHINHI'OM:
1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOS aHKETa ObLIA
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUpOBaTh €€ U COOOUIUTHh aJIMHUHUCTPATOPAM

@@

pecypca 00 3TOM Kak MOYKHO CKOpEE;
2. WUcnone3yit Oe3omacHele BeO-CaiThl, B TOM 4YHCIE, HMHTEPHET-Mara3uHOB
MTOMCKOBBIX CUCTEM;

~

3. Hcnonb3yit criokHbIe U pa3Hble Mapoiu. Takum o0pazom, eciau Te0si B3IIOMAIOT, TO

@@

37I0YMBIIIEHHUKHU TI0JIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY IPO(HIIO B CETH, a
HE KO BCEM;

4. Ecim T1eOsa B3jIOMald, TO HEOOXOIUMO MpPEXyNpEeNnuTh BCEX CBOMX 3HAKOMBIX, g

KOTOpbI€ T0OOABIIEHBI y TEOS B APY3bAX, O TOM, YTO T€Os B3JIOMaIN U, BO3MOXKHO, OT ¢
TBOErO0 UMEHH Oy/IET PacChUIAThCA CIIaM WUJIU CChUIKA HAa (PUILMHTOBBIE CANUTHI;

5. YcTaHOBU HaJ€XKHBIN MapoJib HA MOOMIIBHBIN TENE(OH;

o

OTkIII09M COXpaHEeHHE MapoJis B Opaysepe;
7. He otkpbIiBaii (aiiiel U Apyrue BIOXKEHUS B MUChMaXxX, TaKe €CJIM OHH OT TBOHUX g
npy3eit. Jlydiie yTOUHH Y HUX, OTIIPABIISUIN JIM OHU TeOe ATH (paiiibl.

HUPPOBAS PEITYTALIUSA
Hudposas penyrauus - 3TO HEraTUBHAs WIM MMO3UTUBHAs MH(POpPMALIMS B CETH O TeOe.

oMIIpoMeTupymoImias uHQopMaius, pa3MelleHHas B MHTEPHETE, MOXKET CEPbE3HBIM ¢

-
D099

Opa3oM OTpa3uThCs Ha TBOEH peasibHOM xu3HU. «{udpoBas pemyrauusi»- 370 TBOM UMUK,

@

A ©

OTOpBI popmupyercs U3 uHGopMaluu 0 Te6e B UHTEPHETE.
TBoe MeCTO JKUTENLCTBA, ydueObl, TBOE (PMHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH (¢

XapaKTepa U paCCKa3kbl O OJIM3KMX - BCE ATO HAKAIlJINBAETCS B CETH.

LB ELEL LR R EL L E IS TG TG T T Tl I T L Tl Lol Lol T T L)

DOPDOODDO

MHor#e noapOCTKH JISTKOMBICTICHHO OTHOCSTCS K MyOIMKaIUy JTHIYHOW HHGOpMAIIUH B &
@® uTepHere, HE TIOHMMAs BO3MOXHBIX ITOCIECACTBUU. Thl aXKE HE CMOXEIIb JOTafaTbCsi O 4

4 3 ®
e TOM, 4TO (poTorpadus, pa3mMelieHHas 5 JIeT Ha3a/, cTajla MPUYMHON OTKa3a MPUHATH TeOS Ha %
@® padory. ®
& &
% Hcnonwvzosean mamepua «Memoouueckue pekomendauuu 0 pasmeuienue Ha unqbopmauuonnblx g

g cmenoax, oQuUUAILHBIX UHMEPHEM-CAUMAax U Op2aH08, OCYUWLECMENAIOWUX YNnpasienue é cgepe g
® oopazoeanus, ungopmayuu 0 6e30nacHom nogedeHuu U Ucnoabv3zoeanuu cemu «Mumepnemy ®
®

® ®
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KomMenTapuu, pasmeriende TBoux (Gortorpaduii ¥ Ipyrue AeWCTBUS MOIYT HE @
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OCHOBHBIE COBETHI IO 3AIIUTE IIM®POBON PENIYTAILIUMU:
1. Tlomymai, npexae 4eM 4YTO-TO MyOIMKOBaTh M NEPENaBaTh y ceOs B O1ore mim B ¢

COIIMAJILHOM CETH;

2. B nactpoiikax npoduis yCTaHOBH OrpaHUYEHHUS HA MPOCMOTP TBOEro Mpoduis H ¢
€ro COJEP>KUMOTO, C/ieal ero TOJIbKO «IIsl APY3eiiy;

3. He pa3memaii u He yka3bIBail nH(pOpMaIIHMIO, KOTOpasi MOXKET KOTro-JIn0o OCKOp6I/ITB
WU OOMKATh.

ABTOPCKOE ITIPABO
CoBpeMeHHbIE IIKOJILHUKA- aKTUBHBIE IMOJIL30BAaTENM LU(PPOBOro MNPOCTPAHCTBA. §

OaHako Jajexko He BCE 3HAIOT, YTO IMOJb30BAHWE MHOTMMH BO3MOXKHOCTSMH LU(POBOTIO §
Mupa TpeOyeT coOJIt0IeHUE MPaB Ha UHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepMuH «uHTEIEKTyadbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3iIMYHBIM TBOPEHMSM g
YeJI0BEUYECKOr0 yMma, HayuHasg C HOBBIX M300pETEHH W 3HAKOB, OOO3HAYAIOIIHX
COOCTBEHHOCTh Ha MPOAYKThl W YCIYyIrd, M 3aKaHuuMBas KHUTamH, (ororpadusmu, g
KHHO(PHIBMaMH U MY3bIKaJIbHBIMUA TPOU3BEICHUSMH.

ABTOpCKUE MpaBa - 3TO MPaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEACHUS @

LTI EL LT E ST ET T I G T I TO T T T I T L)
DOE

@ HAYKH, TMTEpaTyphl U UCKYCCTBA. ABTOPCKUE MPaBa BLICTYIAIOT B KAYECTBE FAPAHTHU TOIO, g
@ YTO MHTEIUIEKTYalbHBIA/TBOPYECKUI TpyA aBropa He OyJeT HampacHbeIM, JacT €My %

@

@ CIIPaBEIIMBBIE BO3MOXKHOCTH 3apa0oTaTb Ha pe3ysibTaTaX CBOEro TpyJa, nonytmn;%
%I/IBBGCTHOCTB u npusHanue. Hukro Oe3 paspelieHus: aBTopa HE MOXKET BOCIIPOU3BOJIUTH €TI0 %
@ BOCIIDOM3BEICHUE,  pACIHpOCTPAaHATh,  MYOJIMYHO  JEMOHCTPUpPOBaTh,  IPOAABaTh, @

OO
OO

@ UMIIOPTUPOBATH, ITyCKaTh B MPOKAT, MyOJIMYHO UCTIONHSATH, TOKA3bIBATH/UCTIOTHITH B d(pHpe ¢ @
' u pa3memats B IHTEpHETE.

DODODE

Hcnonb3oBaHue «IIUPATCKOro» IpOrpaMMHOI'O oOecrieUyeHUsT MOJKET IIPUBCCTH K@

P000®

. MHOTHM pUCKaM: OT MOTEPU JTAHHBIX K TBOUM aKKayHTaM J0 OJIOKHUPOBKH TBOETO yCTpOHCTBa,@

@D

. rac yCTaHOBJICHA HC JICTAJIbHAA IIporpamMma. He crout Taxxke 3a6I>IBaTI) 4TO CYIICCTBYCT @
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O ITOPTAJIE

> Hcnonvzoean mamepuan «Memoouueckue pexomenoauuu o pazmeujenue Ha UHPOPMAUUOHHBIX
Y cmenoax, ouUUANLHLIX UHMEPHEM-CAUMax U O0pzaHos, ocyuwiecmensouux ynpasienue 6 cgepe ¢
® o0pazoeanus, ungopmayuu 0 6e30nACHOM ROGEOCHUU U UCROIb308aHUU cemu «HMnmepnemy
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CereBu4oK.p) - TBOW TJABHBI COBETYMK B CETH. 371eCh THl MOXENIb Y3HaTh O &

0@

& 0e30I1aCHOCTH B CETH IIOHATHBIM H JOCTYIIHBIM  SA3BIKOM, a IIPpM BO3HHUKHOBCHHH &

@

® KPUTUYECKOIN CUTyalluu OOpaTUTHCS 32 COBETOM. A Take MPUHATH y4acTHe B KOHKYpCaxX U &
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Hcnonvzoean mamepuan «Memooduueckue peKomMeHOAuuUU o pasmeujeHue Ha UHPOPMAUUOHHBIX
cmenoax, oQuUUAILHBIX UHMEPHEM-CAUMAax U Op2aH08, OCYUWLECMENAIOWUX YNnpasienue é cgepe
obpaszosanus, ungpopmayuu o0 6€30NACHOM NOBEOEHUU U UCNOIb306aAHUU cemu «HUnmeprnem)y
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